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	ABSTRACT
This thesis research is entitled Law Enforcement Against Online Gambling Crimes. The problem formulation is: (1) What are the legal regulations regarding gambling in Indonesian law? (2) How is the law enforcement against online gambling crimes at the Medan Police Headquarters? (3) What are the inhibiting factors in law enforcement against online gambling crimes at the Medan Police Headquarters? The research method used is normative juridical legal research, with a descriptive analytical research type. The problem approach uses a normative juridical approach. The data used are primary and secondary data. The results of the study show that (1) Gambling laws in Indonesian law consist of Law No. 11 of 2008 concerning ITE, Article 303 of the Criminal Code, Law No. 7 of 1974 concerning the Regulation of Gambling, and Articles 426 and 427 of Law No. 1 of 2023 concerning the Criminal Code. (2) Law enforcement against online gambling crimes at the Medan Police Headquarters involves conducting crime scene investigations and confiscating evidence used in online gambling. (3) The inhibiting factors in law enforcement against online gambling crimes at the Medan Police Headquarters include internal obstacles from law enforcement institutions and external obstacles in the form of increasingly sophisticated online gambling, including The use of encryption technology and servers located outside national jurisdiction can complicate the identification and enforcement process.
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INTRODUCTIONS
One of the negative impacts of the internet is online gambling, where previously people only did gambling games in the usual way. Gambling has existed on this earth for thousands of years and is the oldest game in the world. In essence, gambling is a behavior that violates religious, ethical, moral and legal norms and endangers the livelihood of the community and the life of the community, the nation, and the state. Gambling that is usually carried out conventionally using physical media that is clearly visible to the eye such as cockfighting gambling, rummy gambling, lottery gambling and so on and involves gamblers gathering in one place at the time of gambling, but now it has been transformed into online gambling that does not require physical devices that are visible directly to other people or the gathering of gamblers in one place together,  Now it is enough to use smartphone media and computers/laptops anywhere and whenever desired by these online gambling actors.   (Sari & Hidayah, 2023; Wijaya & Usman, 2023) 
A crime that is often committed by cyberspace is gambling. This gambling is difficult to overcome, according to the law's own view, gambling is also a crime that can unsettle society. The crime of gambling is difficult to overcome because of its closed nature so it is easy for people to do it. Gambling is not only a national problem, but it has become an international problem, because each country also has a gambling case in it. This criminal act continues to increase every day, and its form also continues to change.
With the rapid development of technology and information, gambling has also undergone a shift to online gambling that is more practical and safe, the phenomenon of online gambling that is rampant among the public today is widely known as online gambling (Dark Toto). Even in the community, especially in internet cafes or using laptops when doing these activities, or through smartphones with supporting facilities or supporting programs to play online lottery bets. One of the conveniences of online gambling is that it can be played anytime, anywhere, because online betting companies spread across the Internet operate around the clock, and the games run in internet cafes, places with wifi or through smartphones. In payment transactions, online methods are also used through M-banking. Online gambling players use technology and communication as a medium of modern gaming. Given the presence of computers on a large network, this will certainly create a huge advantage over regular games. In addition to this convenience, the security factor is also a reason and consideration for many people to switch from physical services to online services. This is because monitoring online gambling activities is still difficult to do in depth because this online gambling uses computer media that is connected to the internet.   (Hermawan et al., 2024; Hidayat & Apriani, 2024) 
The crime of online gambling in Indonesia is regulated in Law Number 19 of 2016 concerning Amendments to Law Number 11 of 2008 concerning Information and Electronic Transactions (ITE), especially in Article 27 paragraph (2). The criminal provisions are regulated in Article 45 paragraph (2), which states: "Every person who deliberately and/or without the right distributes and/or transmits and/or makes accessible electronic information and/or electronic documents that have content that violates morality as referred to in Article 27 paragraph (1), shall be sentenced to imprisonment for a maximum of 6 (six) years and/or a maximum fine of Rp1,000,000,000, 00 (one billion rupiah)."
However, in law enforcement practice, the application of criminal sanctions against perpetrators of online gambling crimes still faces various obstacles, especially in the juridical aspect of proof. One of the main obstacles is the lack of countermeasures from law enforcement officials, who tend to still use old provisions, such as Article 303 of the Criminal Code, in ensnaring online gambling perpetrators. In fact, there are already special provisions that explicitly regulate these criminal acts in the ITE Law. Article 303 of the Criminal Code itself regulates gambling in general, with a maximum penalty of 10 years in prison. The use of this article against online gambling perpetrators is considered inappropriate because it does not reflect the development of crime modes in the digital era.   (Hidayat & Apriani, 2024; Kesuma, 2023) 
The occurrence of gambling can be caused by several factors that are closely related to the occurrence of crime. In general, the factors that can cause crime to occur can be divided into two categories. First, internal factors that come from the individual himself, such as education level, religious factors, and psychological factors. Second, external factors that come from the individual's surrounding environment, such as economic, social, and family factors. Gambling is a social phenomenon that has a negative and detrimental effect and needs to be eliminated immediately from the life of the present and future people. 
One of the factors that causes everyone to gamble is that in general for people who have low social and economic status, gambling is considered a way to improve their well-being. They think that with very little capital, they can make huge profits and get rich instantly without much effort. However, gambling has a negative impact that is detrimental to both the gambler and his family, and gamblers are aware of this. Despite this, they still find it difficult to abandon gambling behaviors after trying it.   (Fahrul, 2024; Nono et al., 2021) 
The impact of online gambling if a person is addicted will result in mental health problems, worsening financial conditions, and also an increased chance of suicide. Therefore, the Police must eradicate this online gambling because based on legal rules where the law is viewed with 3 things, namely justice, certainty, and utility, so the task of the Police is to ensure that the certainty of the law remains upheld. Gambling is included from cybercrime crimes, whose efforts to prevent it, the implementation of these duties are carried out by the police, considering that these crimes are related to the issue of security and state order. The police have an important role as a leading agency in efforts to prevent various security threats and maintain the rule of law in Indonesia, this is in accordance with Article 13 letter b of Law Number 2 of 2002 concerning the National Police of the Republic of Indonesia which reads:    (Hermansyah et al., 2023) "The main task of the National Police of the Republic of Indonesia is to enforce the law."
One example of an online gambling crime case at the Medan Police is the Medan Metropolitan Police (Polrestabes) Medan, North Sumatra revealed as many as six gambling cases, both online (online) and conventional Head of the Medan Police Kombes Pol Teddy John Sahala Marbun said, this gambling case arrested six suspected perpetrators with five different disclosures. In the past week, there have been five cases that we have uncovered and secured six suspected perpetrators of online and conventional gambling," 
Of the six suspects who were secured, he continued, one of the parking attendants with the initials JS (29), who went viral playing online gambling using an e-parking machine owned by the Medan City Transportation Agency In addition to the jukir person, one of the other suspects was also arrested in an online gambling case that operated through an online site. Although there is already a law that prohibits gambling, in the jurisdiction of the Medan Police, online gambling perpetrators are still found. Based on the background of the problem that has been described, the author is interested in conducting research where this thesis research is a requirement that must be carried out in order to complete the study in the Master of Law postgraduate program at the University of Medan Area. Therefore, the author raised the title of the thesis, namely "Law Enforcement Against Online Gambling Crimes at the Medan Police." The purpose of this study is to comprehensively examine and analyze the regulation of gambling laws in the Indonesian legal system, examining the implementation of law enforcement against online gambling crimes in the Medan Police.

METHOD
This research was carried out at the Cyber Directorate (Ditsiber) of the Medan Police which is located at Jalan HM. Said No. 1, West Sidorame I, Medan Perjuangan District, Medan City, North Sumatra 20235. The type of research used is normative juridical research, which is research that is guided by legal norms and rules as stated in laws and regulations, doctrines, and legal principles. This research includes the study of legal principles, legal systems, vertical and horizontal synchronization, legal comparison, and legal history. The nature of this research is descriptive-analytical, which is to provide a detailed and systematic overview of the problem being studied, then carefully analyzed to formulate answers and solutions to the problem.   (Aksa et al., 2025; Zainuddin & Karina, 2023) 
The subject of this study is related to law enforcement against online gambling crimes through a cybersecurity approach at the Medan Police. The research informants were selected selectively with certain criteria, namely physical and spiritual health, had insight and experience related to the problems being researched, were willing to become informants, and were personnel of the Medan Police Department. The author conducted direct interviews with the informants to obtain data and information relevant to the focus of the research.
Data collection is carried out through literature studies or document studies using secondary data sources consisting of primary, secondary, and tertiary legal materials. Primary legal materials include laws and regulations related to criminal law and ITE law; secondary legal materials in the form of literature, books, and scientific works that support and explain primary legal materials; Meanwhile, tertiary legal materials include dictionaries, encyclopedias, and other supporting sources. The data obtained are analyzed qualitatively by emphasizing the process and meaning, compiled systematically, then concluded through the deductive method, which is reasoning from general statements to specific conclusions according to the research problem.

RESULT AND DISCUSSIONS
Gambling Legal Rules in Indonesian Law Rules
This legal provision applies to every person who commits an act as stipulated in the law, whether inside or outside the jurisdiction of Indonesia, as long as the act causes legal consequences in the jurisdiction of Indonesia and/or is detrimental to the interests of Indonesia. This arrangement aims to educate the nation's life as part of the global information society, encourage the development of trade and the national economy to improve people's welfare, increase the effectiveness and efficiency of public services, open the widest possible opportunities for everyone to develop their thoughts and abilities in the optimal and responsible use and utilization of information technology, as well as provide a sense of security, justice,  and legal certainty for users and information technology providers.   (Setiawan et al., 2023) 
Regulations regarding criminal acts related to gambling in the realm of information technology are regulated in Law Number 11 of 2008 concerning Information and Electronic Transactions (UU ITE) along with related provisions in the Criminal Code (KUHP). Article 27 of the ITE Law regulates the prohibition of distributing, transmitting, or making accessible electronic information that contains a violation of morality, with criminal threats as stipulated in Article 45 paragraph (1), namely imprisonment for a maximum of six years and/or a maximum fine of one billion rupiah; This provision is also related to Article 282 of the Criminal Code concerning crimes against morality. Article 28 regulates the prohibition of spreading false and misleading news that harms consumers in electronic transactions. Article 29 prohibits the sending of electronic information containing threats, violence, or intimidation aimed at personally (cyber stalking), with criminal threats based on Article 45 paragraph (3) in the form of imprisonment for a maximum of twelve years and/or a maximum fine of two billion rupiah. Article 30 paragraph (3) regulates the prohibition of unlawful access to computers or electronic systems by violating or breaking through the security system (illegal access), which is threatened with criminal penalties based on Article 46 paragraph (3) with a maximum prison sentence of eight years and/or a maximum fine of eight hundred million rupiah. Article 33 regulates the prohibition of acts that result in the disruption of electronic systems, Article 34 prohibits the production and distribution of devices or means used to commit cybercrimes, and Article 35 prohibits the manipulation, creation, alteration, disappearance, or destruction of electronic information to make it appear as if it is authentic data, including phishing practices and site fraud. All of these provisions are the legal basis for handling information technology-based crimes, including online gambling practices.   (Aprilia & Umar, 2024; Fadhli, 2024) 
In gambling games, generally gambling is a game that hopes to win and there are definitely chances and if those expectations increase because the players are good at reading the gambling game. And also gambling games in which there are bets to determine competitions and other games that are not done by those who participate in gambling competitions. The object here is a gambling game in its foreign language hazardspeel. Hazardspeel is a bet related to a race or other game that is not held by those who participate in the competition or play it as well as all other bets. Hazardspeel games such as playing dice, playing selikuran, mein jemeh, kodokulo, roulette, baccarat, and so on.
This rule of law was made based on the consideration that gambling is in essence very contrary to religion, morality and morality of Pancasila, and is very dangerous to the life of the community, nation and state. This law states that all gambling crimes are part of a crime. The law can change the threat of punishment in Article 303 paragraph (1) of the Criminal Code, from a maximum sentence of two years and eight months or a fine of a maximum of ninety thousand rupiah to imprisonment for a maximum of ten years or a fine of a maximum of twenty-five million rupiah.   (Harefa, 2025; Kurniawan et al., 2022) 
And also this Law changes the threat of punishment in Article 542 paragraph (1) of the Criminal Code, from imprisonment for a maximum of one month or a fine of up to four thousand five hundred rupiah, to imprisonment for a maximum of four years or a fine of up to ten million rupiah. Changing the threat of punishment in Article 542 paragraph (2) of the Criminal Code, from imprisonment for a maximum of three months or a fine of a maximum of seven thousand five hundred rupiah to a prison sentence of up to six years or a fine of a maximum of fifteen million rupiah.
The regulation regarding gambling crimes in Law Number 1 of 2023 concerning the Criminal Code (KUHP) is listed in Articles 426 and 427. Article 426 affirms that any person who without permission offers or gives the opportunity to play gambling and make it as a livelihood or participate in a gambling company, offers or gives the opportunity to the public to play gambling or participate in a gambling company without questioning the existence of certain conditions or procedures, and participates in gambling games as a livelihood,  sentenced to a maximum of nine years in prison or a maximum fine of category VI. If the criminal act is committed in order to carry out the profession, the perpetrator can be sentenced to an additional penalty in the form of revocation of certain rights.   (Amin et al., 2025; Hasan et al., 2023) 
Article 427 stipulates that any person who uses the opportunity to play gambling held without a permit shall be sentenced to a maximum of three years in prison or a maximum fine of category III. This provision shows that the national criminal law does not only ensnare the organizers and those who make gambling a livelihood, but also those who act as users or participants of gambling without permission.

Law Enforcement Against Online Gambling Crimes at the Medan Police
Generally, online gambling is almost the same as other gambling where there is an element of winning and losing and there is something at stake to get something bigger. However, what distinguishes other gambling from online gambling is the place and means used. This online gambling is used through the internet network, so that these online gambling actors can do it anywhere and anytime. Online gambling carried out on the internet network is very many and varied, so online gambling actors can choose according to what they want along with the expertise of the perpetrator. This online gambling is very popular with various groups, ranging from children to adults, because besides being able to be done anywhere and anytime, this online gambling is very easy to access because there are many sites on the internet.   (Kia et al., 2025; Sujuti et al., 2025; Sulthanah & Ginting, 2025) 
In the jurisdiction of the Medan Police, the Medan Police handle many online gambling cases that will be processed by the Medan Police. The data in the jurisdiction of the Medan Police throughout 2023 to 2025 are as follows:
Table 1. Number of cases of online gambling players in Medan City
	Yes
	Year
	Number of Cases

	1
	2023
	5

	2
	2024
	67

	3
	2025
	23

	Total Cases
	95


There are so many cases of online gambling that occur in the jurisdiction of the Medan Police, so to create an effect for players and online gambling addicts, law enforcement must be carried out by the Medan Police Police. In tracing a legal study in Article 1 number 2 of the Criminal Code, it is emphasized that the investigation study begins when there is a criminal act, so that through the investigation process information is obtained about the following aspects, as follows: 
Criminal acts that have been committed; 
The place where the crime was committed (locus delicti);
The manner in which the crime was committed; 
With what tools is the criminal act committed;
Background until the criminal act was committed;
And who are the perpetrators".
The position of online gambling as stipulated in CHAPTER VII Article 27 paragraph (2) of the ITE Law as a "prohibited act". Article 27 paragraph (2) of the ITE Law reads as follows: "every person deliberately and without rights distributes and/or transmits and/or makes accessible electronic information and/or electronic documents that have gambling content". In the process of law enforcement against online gambling crimes, the police investigator task force often faces various internal and external obstacles that hinder the optimization of the implementation of duties in accordance with the provisions of laws and regulations. Based on the results of an interview with Ipda Doni Barus, S.H., M.H., as an investigator of the Medan Police, internal obstacles coming from law enforcement institutions include the limited number of officers who have special expertise in the field of information technology and cybersecurity, even though handling online gambling crimes requires competence in the field of programming, hacking methods, and a deep understanding of digital systems and networks that continue to develop. The limited training that continues to have an impact on the slow process of identification, investigation, and proof of cases. Another significant obstacle is budget limitations, considering that handling online gambling cases requires adequate technological and human resource support. In addition, the lack of sophisticated information technology equipment hinders the tracking of digital footprints as well as the collection of legally valid electronic evidence. Weaknesses in the internal surveillance system also affect the effectiveness of detecting illegal activities online, so that perpetrators can take advantage of surveillance loopholes to avoid prosecution.   (Alfiana & Young, 2025; Dewi et al., 2025; Gustina et al., 2025) 
External barriers include the increasingly complex dynamics of online gambling crimes with the use of encryption technology, the use of servers outside national jurisdictions, and organized and cross-border operating patterns, making it difficult to identify and enforce laws. The limitations of international cooperation in handling cybercrime have also slowed down law enforcement efforts against perpetrators operating abroad. This situation shows that law enforcement against online gambling does not only depend on the internal capacity of law enforcement officials, but is also influenced by global technological developments and the effectiveness of cross-jurisdictional coordination.

CONCLUSION
The conclusion of this thesis research shows that legal arrangements regarding gambling in the Indonesian legal system have been regulated in various legal instruments, namely Law Number 11 of 2008 concerning Information and Electronic Transactions, Article 303 of the Criminal Code (KUHP), Law Number 7 of 1974 concerning Gambling Regulation, and Articles 426 and 427 of Law Number 1 of 2023 concerning the Criminal Code. Law enforcement against online gambling crimes at the Medan Police is carried out through the stages of receiving reports from the public, examining witnesses, implementing crime scene processing and making minutes, confiscating evidence used in online gambling practices, to issuing arrest warrants against the perpetrators. The implementation of law enforcement faces a number of obstacles, both internal and external. Internal obstacles include limited numbers of personnel with special expertise in the field of information technology, budget constraints, lack of adequate information technology equipment, and weaknesses in the internal oversight system. External barriers include the increasingly complex modus operandi of online gambling with the use of encryption technology and servers outside national jurisdiction, limited international cooperation in handling transnational crimes, and the risks faced by the authorities in the process of arresting and imposing sanctions on perpetrators.
The findings of this study confirm that the effectiveness of law enforcement against online gambling crimes does not only depend on the existence of adequate regulations, but also on institutional readiness, human resource capacity, budget support, and strengthening information technology infrastructure relevant to the development of cybercrime. The complexity of the characteristics of online gambling that is cross-border and technology-based requires an increase in the competence of law enforcement officials, an optimization of internal supervision systems, and the strengthening of national and international cooperation in handling cybercrime. This strengthening is an important prerequisite so that law enforcement against online gambling crimes can run more effectively, responsively, and adaptively to the dynamics of digital technology developments.
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