
Volume 15 No. 2. June 2026                      https://ejournal.unibabwi.ac.id/index.php/sosioedukasi/index 

 
 

2474 
 

ORGANIZATIONAL READINESS OF THE DIRECTORATE OF CYBER 

INVESTIGATION OF THE METRO JAYA POLICE IN IMPLEMENTING 

THE SECI MODEL IN HANDLING CYBERCRIME 
 

Sopian Rahmadyanto1a*, Lina Miftahul Jannah2b 

 
12 Universitas Indonesia, Jakarta, Indonesia 

 
aE-mail: hominem.fortinatum@gmail.com 

bE-mail: linamjannah@gmail.com 

 

(*) Corresponding Author 

hominem.fortinatum@gmail.com 
 

ARTICLE HISTORY 

Received  : 20-04-2026 

Revised    : 07-05-2026 

Accepted : 15-06-2026 

 

 

KEYWORDS 

Organizational 

Readiness; 

Knowledge Sharing; 

SECI Model; 

Cybercrime; 

 

ABSTRACT 

The development of globalization and digital transformation has increased the 

complexity of cybercrime which demands that law enforcement organizations have 

adaptive and sustainable knowledge capacity. However, the acceleration of the 

development of cybercrime modes is often not balanced by the readiness of 

organizations to manage and transform knowledge as a strategic resource. This 

study aims to analyze the readiness of the Directorate of Cyber Investigation of the 

Metro Jaya Police in implementing the SECI Model (Socialization, 

Externalization, Combination, and Internalization) in handling cybercrime. The 

research uses a qualitative approach with a literature study method sourced from 

scientific journals, books, regulations, institutional documents, and various 

relevant publications that are analyzed descriptively. The results of the study show 

that the Directorate of Cyber Investigation of the Metro Jaya Police has been ready 

for every dimension of the SECI Model through the practice of knowledge sharing, 

documentation of case handling experience, integration of investigative 

information, and work experience-based learning. However, this readiness still 

faces challenges in the form of budget limitations, competency gaps and 

knowledge sharing culture in human resources, and the lack of formal 

institutionalization of knowledge management policies. This research implies the 

importance of strengthening policies, human resource capacity building, and 

sustainable organizational support to build knowledge-based law enforcement 

organizations that are adaptive to cybercrime dynamics. 

This is an open access article under the CC–BY-SA license. 

 

 

INTRODUCTION 
Global developments marked by the intensification of globalization and the acceleration of digital technology 

have formed new configurations in various aspects of life, including in the security dimension. Globalization is no 

longer just understood as a process of economic and political integration between countries, but has developed into a 
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multidimensional phenomenon that encourages the formation of a borderless world, where the flow of information, 

communication, and social interaction takes place quickly and simultaneously. Technological advances such as the 

internet, artificial intelligence, cloud computing, and big data analytics have accelerated this transformation, creating 

a digital space that is becoming a new arena for human activity. However, behind the opportunities generated, this 

development also gives birth to significant challenges, especially in the form of the emergence   (Abdillah et al., 2024; 

Khaldun et al., 2020)  of cybercrime that is increasingly complex, adaptive, and transnational. 

Cybercrime is evolving as a logical consequence of society's increasing dependence on digital technology. 

Various forms of crime such as system hacking, data theft, online fraud, and ransomware attacks show that cyberspace 

has become a new medium for criminal activities with different characteristics from conventional crimes. These crimes 

are not only difficult to detect, but they also involve cross-border networks with a high level of technological 

sophistication. In this context, the challenges faced by law enforcement institutions are no longer linear, but complex, 

dynamic, and require an adaptive and knowledge-based approach.   (Arsawan et al., 2022)  

 
Figure 1. Statistics of the 10 Countries with the Largest Internet-Connected Population 

Source: https://data.goodstats.id 

 

In the Indonesian context, the increase in people's digital activities in line with national digital transformation 

has also encouraged the escalation of cybercrime threats. Indonesia is one of the countries with the fourth largest 

internet users in the world. From this perspective, Indonesia faces opportunities as well as challenges with the 

development of digital technology and the internet. Both in the social, political and economic dimensions, such as 

political provocations, hoaxes, SARA, hate speech, radical ideology, terrorism, hacking, data theft, online fraud, and 

other crimes in cyberspace. In Ginanjar's research in 2022, based on a survey conducted by the Indonesian Internet 

Service Providers Association (APJII) in 2022, more than 77.02% of Indonesians use the internet. This means that 

there are 210,026,769 people out of a total of 272,682,600 Indonesians who use internet connections. This has 

increased its users during the COVID-19 pandemic, which focuses on the use of internet technology to replace face-

to-face activities.    (Arnell &     Faturoti    , 2023)    (Ginanjar, 2022)  

As a metropolitan area with a high level of economic and digital activity, the jurisdiction of Polda Metro Jaya 

is one of the centers of vulnerability as well as the  main locus for handling cybercrime. The Directorate of Cyber 

Investigation of the Metro Jaya Police has a strategic role as the front line in law enforcement in the digital space. 

However, the dynamics of the increasingly massive development of cybercrime require the development of human 

resources in organizations that not only focus on technological aspects, but also on awareness rather than human 

resources (HR) as the main actors in the investigation and case handling process that are aware of the importance of 

knowledge. It is in this context that human resource development becomes the main focus as awareness of the 

importance of knowledge. Related to this, the development of human resources at the Directorate of Investigation of 
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the Metro Jaya Police, which is the main focus, requires organizational readiness to be able to open awareness of the 

importance of knowledge. Knowledge as an asset is an important paradigm for the adaptability of an organization to 

the dynamic environment in today's era.   (Dinda, 2024)    (Omar & Desa, 2024)    (Mak & Hong, 2020)  

Organizational readiness to increase human resource capacity in this context cannot be narrowly interpreted as 

improving technical skills alone, but rather includes adaptive, analytical, and continuous learning capabilities in the 

face of the evolution of cybercrime. Effective human resources in handling cybercrime must be able to understand 

changing crime patterns, master digital investigation technology, and integrate various sources of information in the 

law enforcement process. Therefore, a conventional approach based on formal training alone is no longer adequate. A 

mechanism is needed that allows knowledge transfer or    (Rimone et al., 2024) knowledge sharing dynamically and 

continuously within the organization.   (Omar & Desa, 2024)  

Efforts to build an organization in its readiness to become a knowledge-based organization basically do not 

only depend on the existence of information technology or organizational documentation alone. A more important 

factor is the readiness of the organization to adopt and implement mechanisms of knowledge creation and transfer in 

a systematic manner. The public administration and knowledge management literature shows that many knowledge 

management programs fail not because of weaknesses in the concepts used, but rather because organizations do not 

have adequate readiness to implement them. Organizational readiness reflects the organization's ability to provide 

resources, build a work culture that supports learning, prepare adaptive leadership, and develop policies that are able 

to encourage organizational behavior change. Thus, the success of the implementation of a knowledge management 

model is largely determined by the level of readiness of the organization itself.   (Dirani et al., 2021)    (Miller et al., 

2023)    (Makbul et al., 2023)  

Within this framework, knowledge sharing emerged as a strategic approach in developing human resources. 

Knowledge sharing allows for the exchange of knowledge, experience, and expertise between individuals and units in 

the organization, thus forming an adaptive collective learning system. The concept  of knowledge creation put forward 

by Nonaka and Takeuchi through the SECI Model (Socialization, Externalization, Combination, Internalization) 

provides a strong theoretical foundation in understanding how knowledge is created, developed, and distributed in 

organizations. Through this process, knowledge that is tacit can be transformed into explicit and vice versa, thus 

strengthening the capacity of the organization in responding to changes in the external environment.   (    Zheyu     et 

al., 2021)  

In the context of the Directorate of Cyber Investigation of the Metro Jaya Police, the implementation  of 

knowledge sharing with the SECI Model not only functions as a managerial tool, but also as a means of strengthening 

development-oriented organizational functions in the Human Resources of the Metro Jaya Regional Police. This 

human resource development emphasizes the importance of making the organization a knowledge-based institution, 

in this context that learning, collaboration, and knowledge exchange are integral parts of the work process. Thus, the 

development of the human resources of the Metro Jaya Regional Police has an impact not only on improving individual 

competence, but also on improving overall institutional capabilities, including in terms of response speed, 

investigation accuracy, and adaptability to evolving cybercrime modes.   (Woods et al., 2025)    (Tobing et al., 2024)  

However, in practice, there are still various challenges in developing knowledge sharing-based human 

resources  , especially in the SECI Model. One of the main problems is the lack of optimal knowledge sharing 

mechanisms within the organization, which is often hampered by organizational culture factors, limitations of 

knowledge management systems, and the phenomenon of information system silos between units. In addition, the 

dynamics of cybercrime, which develops faster than the organizational learning process, are also a challenge in itself. 

This condition creates a gap between the needs of human resource capacity and the actual capabilities they have, thus 

having an impact on the effectiveness of handling cybercrime. 

The implementation of the SECI Model requires adequate organizational readiness at every stage of knowledge 

conversion. The socialization stage  requires a culture of knowledge sharing and intensive interaction between 

members of the organization. The externalization stage  requires the organization's ability to document individual 

experiences and knowledge into a widely accessible form. The combination stage  requires a system that is able to 
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integrate various available information and knowledge. Meanwhile, the internalization stage  requires a learning 

mechanism that allows explicit knowledge to be transformed back into individual competencies. In other words, the 

implementation of the SECI Model is not only related to the existence of knowledge sharing activities, but also 

concerns the readiness of the organization in providing conditions that allow the entire process to take place 

effectively.   (    Russia     et al., 2020)  

Based on these conditions, the main issue that needs attention is not solely whether the practice of knowledge 

sharing has been carried out by the Directorate of Cyber Investigation of the Metro Jaya Police, but the extent to which 

the organization has the readiness to implement the SECI Model systematically and sustainably. Focusing on the 

readiness aspect is important because readiness is a prerequisite for the successful implementation of organizational 

change. Organizations that are not yet ready are likely to experience gaps between policies and practices, while 

organizations that have a high level of readiness will be better able to internalize changes into the day-to-day work 

system. Therefore, research on the readiness of the Cyber Investigation Directorate of the Metro Jaya Police in 

implementing the SECI Model is relevant to provide an overview of the actual condition of the organization, identify 

challenges to readiness for the implementation of the SECI model, and focus on organizational readiness to face 

increasingly complex cybercrime challenges in the digital era. 

 

METHOD 
This study uses a qualitative approach with a literature study, which aims to analyze Knowledge Management 

in the Directorate of Polda Metro Jaya with the SECI Model in handling cybercrime. In this case, data is obtained, 

classified and associated with  a knowledge sharing  theoretical framework approach that focuses on the SECI Model. 

Research writing uses descriptive writing, with the aim of describing the problem being researched in depth. Data 

from this study came from secondary sources in the form of scientific journals, publications from the National Police 

institution, and other relevant data sources. The theoretical framework in this study is used as a tool for readers in 

understanding the analysis presented by the researcher.   (Ilhami et al., 2024)  

 

RESULT AND DISCUSSIONS 
The Existing Directorate of Cyber Investigation of the Metro Jaya Police on its Readiness to Implement the 

SECI Model 

From the perspective of modern public administration, the existence of the Directorate of Cyber Investigation 

(Dissip) is not only interpreted as a work unit of the National Police that functions for law enforcement alone, but 

more holistically as a knowledge-based public organization. In its demands to accompany the rapid development of 

technology, Ditsiber is required to have an adaptive capacity in dealing with rapid changes in the strategic 

environment. Thus, the meaning of the duties, functions, roles and strategic positions of the Directorate of Cyber 

Investigation is important as a basis for analyzing knowledge management and organizational readiness in dealing 

with various developments in cybercrime. 

The function of the Directorate from the perspective of public administration has three main dimensions, 

namely the dimension of the law enforcement function, which is oriented to the organization to ensure that every 

violation of the law in the digital space can be processed in accordance with the provisions of the law. The intelligence 

and cyber analysis function, which is oriented that Ditsiber is not only reactive, but also carries out the functions of 

monitoring threat development, identifying crime trends, mapping actors, and risk analysis. In the organizational 

learning function, the learning context is important in the digital era, because the rapid development of technology 

causes organizations to continue to update their knowledge and competencies, so that Dissipber is not only a law 

enforcement organization, but also a learning organization that is able to create, manage and utilize knowledge in a 

sustainable manner.   (Irawan, 2025)  

In contrast to conventional investigation units which mostly rely on field investigation capabilities, the Cyber 

Investigation Directorate operates in a work environment that is heavily influenced by the development of knowledge 

and technology. The success of handling a cyber case is not only determined by the legal authority of the organization, 
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but also by the ability of personnel to understand the development of digital technology, cyber investigation methods, 

digital forensic techniques, electronic data analysis, and understanding of changing threat patterns. In other words, the 

main strategic resource in this organization is not just the technological devices used, but the knowledge possessed by 

its personnel.   (Tabiu et al., 2023)  

In the perspective of modern public administration, an organization that operates in a highly dynamic 

environment assumes that its operational success depends heavily on the ability to create, manage, and utilize 

knowledge. These characteristics are very relevant to the Directorate of Cyber Investigation of the Metro Jaya Police. 

Every investigation and investigation process that is carried out is actually a knowledge-based activity. Investigators 

must be able to identify patterns of digital attacks, understand the techniques used by the perpetrators, interpret 

electronic evidence, and connect various information scattered in cyberspace to produce accountable legal 

constructions.   (Budhiraja et al., 2024)    (Srivastava et al., 2020)  

Based on the findings of the study, one of the important characteristics found in the Cyber Investigation 

Directorate of the Metro Jaya Police is the high dependence of the organization on the knowledge possessed by 

individuals. The various investigative skills used in handling cases often develop through the direct experience of 

personnel in handling certain cases. This knowledge is not entirely obtained through formal education, but is formed 

through a continuous learning process that takes place during the implementation of tasks. As a result, most of the 

organization's strategic competencies are stored in the form of tacit knowledge, which is knowledge inherent in the 

individual experience, intuition, skills, and understanding of personnel. 

This condition shows that the Directorate of Cyber Investigation faces a challenge commonly found in 

knowledge-based organizations, namely how to ensure that the knowledge possessed by individuals can be converted 

into organizational assets. In many public organizations, including law enforcement institutions, knowledge is often 

concentrated in specific personnel who have more experience in the performance of their duties. If the organization 

does not have an adequate knowledge management mechanism, then this knowledge has the potential to be lost when 

there is rotation, mutation, promotion, or personnel change. From an organizational perspective, these conditions can 

cause capacity gaps that have an impact on decreasing organizational effectiveness in facing increasingly complex 

challenges. 

The study shows that the Cyber Investigation Directorate of the Metro Jaya Police has developed various 

mechanisms to reduce these risks. Briefing activities, leadership direction (AAP), technical discussions, case analysis, 

case titles and routine evaluations, as well as post-case handling evaluations are forms of activities that allow for the 

exchange of knowledge between personnel. In addition, the existence of mentoring relationships between senior and 

junior personnel indicates the organization's awareness that knowledge must be transferred on an ongoing basis to 

maintain the sustainability of institutional capacity. These findings suggest that organizations have moved toward 

learning organizational characteristics that place learning as an integral part of operational activities. 

From the perspective of knowledge management, this condition has a very important meaning. Nonaka and 

Takeuchi, explain that the excellence of an organization in the age of knowledge is determined by its ability to create 

new knowledge through the interaction between tacit and explicit knowledge. Organizations that are able to manage 

these processes effectively will have a higher adaptability than organizations that rely solely on formal procedures and 

bureaucratic structures. In the context of the Directorate of Cyber Research, adaptability is a very urgent need 

considering that the development of cybercrime modes takes place much faster than the process of bureaucratic change 

in general.   (Rizki, 2022)  

In a more essential context, research shows that the main challenge facing organizations does not lie in the 

availability of technology alone, but in the ability to manage the knowledge generated from the use of that technology. 

Many organizations tend to focus on the procurement of digital devices and information systems, but neglect the 

aspects of knowledge management that are actually at the heart of the organizational learning process. In the context 

of the Directorate of Cyber Investigation, forensic technology tools, data analysis tools, and digital investigation 

systems will only provide optimal benefits if they are supported by personnel who are able to understand, develop, 

and share knowledge obtained through their use.   (Oliveira, 2020)  
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The Directorate of Cyber Investigation of the Metro Jaya Police is currently in a very important phase in the 

process of adapting its organization to the existing dynamics. This organization can no longer be seen solely as an 

authority-based law enforcement unit, but must be understood as a knowledge-based organization whose success is 

determined by the ability to manage intellectual assets (knowledge as an asset). In a highly dynamic digital security 

environment, an organization's ability to learn faster than changes in the external environment will be the most 

strategic source of institutional excellence.   (Endo, 2024)  

In this context, the implementation of knowledge management is no longer an option, but an organizational 

need. The Directorate of Cyber Investigation needs a system that is able to capture investigative experience, convert 

these experiences into organizational knowledge, integrate various sources of information, and ensure that the 

knowledge that has been generated can be reused to improve the quality of handling the next case. In other words, 

organizations must move from an individual-oriented work pattern to an organization that is able to institutionalize 

knowledge as a collective asset. 

The Directorate of Cyber Investigation of the Metro Jaya Police can be seen as a representation of modern 

public organizations that face the challenge of transformation towards a knowledge-based organization. The ability of 

organizations to manage knowledge will greatly determine the effectiveness of handling cybercrime in the future. The 

higher the organization's ability to create, share, integrate, and utilize knowledge, the greater the organization's 

capacity to respond to increasingly complex cyber threat developments. It is within this framework that knowledge 

management based on the SECI Model becomes relevant to be studied, as it provides a conceptual framework that 

enables organizations to build sustainable learning systems while strengthening institutional readiness in the face of 

evolving digital security challenges. 

 

Readiness of the Directorate of Cyber Investigation in Implementing the SECI Model 

The Directorate of Cyber Investigation of the Metro Jaya Police has various knowledge management practices 

that support the implementation of  the SECI knowledge sharing model in handling cybercrime. In the context of 

Diversity, it is indicated that the organization has shown readiness in social, structural, and operational aspects to 

support the process of creation and knowledge exchange between personnel. This readiness can be seen from the 

existence of a mechanism for sharing investigative experience, case handling, documentation of operational 

knowledge, integration of information in investigations and investigations, and continuous learning processes carried 

out in support of increasingly complex handling of cybercrime. 

 

Readiness on the socialization side 

In  the socialization dimension, the Directorate of Cyber Investigation of the Metro Jaya Police has a 

mechanism that allows the exchange  of tacit knowledge  between personnel. The process of sharing experiences is 

carried out through briefing activities before the implementation of tasks, post-case handling evaluations, technical 

discussions between investigators, and cross-unit coordination which is carried out periodically. In addition, personnel 

who have longer experience in handling cyber cases actively provide direction, mentoring, and consultation to newer 

personnel. These interactions not only take place in formal forums of the organization, but also develop through 

informal communication that occurs in the implementation of daily tasks. 

In the context of socialization, it is oriented that handling cybercrime cases is often the main means of 

transferring experience between personnel. Personnel gain new knowledge through direct involvement in case 

handling, observation of the work methods of more experienced colleagues, and participation in investigative and 

investigative teams involving various specialties. This condition shows that the organization already has a work 

environment that allows for direct exchange of experiences. However, the intensity  of knowledge sharing is still 

strongly influenced by the level of individual openness and the characteristics of the cases handled. Therefore, the 

readiness for the implementation    (Omar & Desa, 2024;     Zheyu     et al., 2021)  of socialization can be categorized 

as at a fairly good level because it has been supported by the collaborative work culture that has developed within the 

Directorate of Cyber Research. 
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Readiness on the outsourcing side 

In the externalization dimension, that organization has made various efforts to convert the knowledge that 

individuals have into documented organizational knowledge. Various investigative experiences gained from handling 

cases have been poured into the form of investigation reports, investigation report results, technical guidelines, 

evaluation materials, and various other operational documents. In addition, there is a practice of compiling lesson 

learned notes from several cases that are considered to have a high level of complexity or contain new crime patterns 

that have not been handled before. 

It is in this context that the Directorate of Cyber Investigation already has operational procedures that allow 

knowledge documentation to be carried out systematically. Various documents from the investigation are stored in 

the organization's administrative system and can be used as a reference in handling the next case. However, the 

findings of the study show that not all the knowledge possessed by personnel is optimally documented. Much of the 

knowledge gained through field experience is still stored as individual knowledge that  is tacit in nature and has not 

been fully converted into explicit knowledge. This condition is mainly found in certain aspects of investigative 

techniques, perpetrator identification strategies, and analytical approaches that develop from the personal experience 

of investigators. Nonetheless, the existence of a documentation mechanism that has been in place indicates that the 

organization has sufficient readiness to implement the    (Oliveira, 2020) outsourcing process  within the framework 

of the SECI Model. 

 

Readiness on the combination side 

In the combination dimension, the Directorate of Cyber Investigation of the Metro Jaya Police has developed 

various knowledge integration mechanisms sourced from various documents, data, and investigation and investigation 

information. The integration is carried out through case data collection, digital archive management, use of 

investigation databases, and the use of various sources of information derived from investigations and cooperation 

with other agencies. In the process of handling cybercrime, personnel do not rely only on one source of information, 

but combine various information derived from public reports, digital data, forensic results, intelligence information, 

and relevant regulatory references.   (Basten & Haamann, 2018)  

In the context  of combination, the organization's ability to integrate various sources of information has 

supported a more comprehensive investigative decision-making process. The various work units involved in handling 

cases have access to the information needed according to their respective authorities. In addition, the development of 

information technology used by organizations has helped the process of storing and distributing knowledge more 

effectively. In this case, it shows that there are efforts to update organizational information and knowledge on an 

ongoing basis along with the emergence of new modes of cybercrime. This condition externalizes the readiness of 

combination implementation  to be in a relatively good category because organizations already have the capacity to 

integrate explicit knowledge from various sources. 

 

Readiness on the internalization side 

In  the internalization dimension, the Directorate of Cyber Investigation of the Metro Jaya Police has carried 

out various activities that support the individual and organizational learning process. Knowledge that has been 

documented in the form of guidelines, case reports, and operational procedures is used as learning material for 

personnel. The organization has also informally carried out mentoring systems, from seniors to juniors on    (Zheyu et 

al., 2021)  sharing experiences aimed at strengthening the competence of personnel in dealing with the development 

of cybercrime. 

It is in this context that the process of internalizing knowledge takes place through a combination of informal 

learning and hands-on experience in the execution of tasks. Personnel not only study existing training documents and 

materials, but also apply this knowledge in handling real cases. The practical experience then forms new knowledge 

that enriches the individual's ability to carry out cyber investigations. In addition, the periodic evaluation of case 
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handling provides an opportunity for personnel to reflect on the experience gained and develop a new understanding 

of emerging crime patterns. 

The Directorate of Cyber Investigation of the Metro Jaya Police has a sufficient level of readiness in 

implementing  the SECI knowledge sharing model. This readiness is reflected in the existence  of socialization 

practices  that support the exchange of experiences between personnel, externalization mechanisms  that allow 

documentation of organizational knowledge, the ability to combine in integrating various information sources, and the 

internalization process which encourages learning and improvement of personnel competencies. However, the study 

also found that there was a variation in the level of readiness in each dimension. Socialization and internalization 

show a relatively stronger level of readiness because it has become part of daily operational activities. Meanwhile, 

externalization and combination still need strengthening, especially in the aspect of  systematically documenting tacit 

knowledge  and developing a more integrated knowledge management system. 

The Directorate of Cyber Investigation of the Metro Jaya Police has an organizational foundation that supports 

the implementation of the SECI model in knowledge management. The existence of a collaborative culture, an ever-

evolving investigative experience, an organizational documentation mechanism, and a continuous learning system are 

important indicators that demonstrate the organization's readiness to manage knowledge to support the increasingly 

complex and dynamic handling of cybercrime. 

 

Challenges of the Directorate of Cyber Investigation in Implementing the SECI Model 

In the context of the readiness for the implementation of the SECI Model at the Directorate of Cyber 

Investigation of the Metro Jaya Police, the success of knowledge management cannot be separated from various 

organizational challenges that have the potential to hinder the knowledge conversion process. In Nonaka's perspective, 

the creation of organizational knowledge is a process that takes place dynamically and continuously through the 

interaction between tacit knowledge  and explicit knowledge. Therefore, various organizational factors such as budget, 

human resources, and institutional policies are important variables that determine the effectiveness of the 

implementation of the SECI Model.   (Nonaka, 1994)  

 

Budget Side 

One of the main challenges in the implementation of the SECI Model is the limited budget support for the 

development of knowledge management systems. Handling cybercrime is a field that is highly dependent on 

technological developments, so it requires large investments in personnel competency development, digital 

investigation technology updates, knowledge database development, and the development of an integrated information 

management system.   (Budhiraja et al., 2024)  

In the context of socialization and internalization stages, budget constraints have the potential to reduce the 

frequency of training, further education, professional certification, and experiential learning activities that are 

indispensable in the development of personnel competencies. At the externalization and combination stages, budget 

limitations can hinder the development of an integrated and modern knowledge documentation system. As a result, 

knowledge generated from investigative experiences risks remaining stored in individuals and not developing into an 

organizational asset. From the perspective of organizational readiness, these conditions indicate that the successful 

implementation of the SECI Model requires sustained investment support. Without adequate budget resource 

allocation, the process of creating organizational knowledge will run partially and it will be difficult to achieve the 

optimal level of maturity. 

 

Human Resources Side 

The second very significant challenge has to do with the quality and quantity of human resources. Cybercrime 

is a phenomenon that develops much faster than the organization's ability to produce personnel who have specialist 

competence. The development of artificial intelligence technology, blockchain, cryptocurrencies, the dark web, 

malware, ransomware, and various forms of new digital threats demand constantly updated competencies. 
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In the perspective of the SECI Model, human resources are the main actors who carry out the entire knowledge 

conversion process. In the socialization stage, individuals become the main source of tacit knowledge that is shared 

with other members of the organization. At  the externalization stage, the individual is responsible for articulating his 

or her experience and knowledge into a documented form. In the combination stage, individuals play a role in 

integrating various sources of information into new knowledge. Meanwhile, at the internalization stage, the individual 

becomes the main subject who absorbs and implements organizational knowledge.   (Dirani et al., 2021)  

In the context of human resources, most of the strategic knowledge is still stored in certain personnel who have 

long experience in handling cyber cases. This condition indicates the risk of knowledge concentration, which is a 

situation when organizational knowledge is too concentrated on certain individuals. In the event of mutation, 

promotion, or personnel transfer, the organization has the potential to lose some of its intellectual capacity. Therefore, 

the readiness of the SECI Model implementation is highly dependent on the organization's ability to build a sustainable 

knowledge regeneration mechanism. 

 

Policy Side 

The next challenge is related to the policy and governance aspects of the organization. From a knowledge 

management perspective, the success of the SECI Model requires policy support that is able to encourage the formation 

of a culture of knowledge sharing in a sustainable manner. It is in this context that various knowledge sharing practices  

have taken place through briefings, case evaluations, technical discussions, and personnel assistance. Nevertheless, 

most of these practices are still evolving organically based on operational needs. This condition shows that knowledge 

management has not been fully institutionalized in the organizational system. 

From the perspective of the readiness of the SECI Model implementation, the existence of formal policies is 

very important because it functions as an instrument to ensure the sustainability of the knowledge creation process. 

These policies can be in the form of knowledge management standards, investigative experience documentation 

mechanisms, the development of organizational knowledge repositories, and reward systems for personnel who 

actively share knowledge. 

Through socialization, organizations can maintain the sustainability of experience transfer between personnel. 

Through outsourcing, investigative experience can be converted into documented organizational assets. Through 

combination, various scattered information can be integrated into new and more comprehensive knowledge. While 

through internalization, organizational knowledge can be transformed into competencies inherent in individuals and 

increase institutional capacity.   (Ginanjar, 2022; Makbul et al., 2023)  

In the context of evolving cybercrime response, an organization's ability to learn faster than changing threats 

is the most important source of strategic advantage. Therefore, the readiness of the Directorate of Cyber Investigation 

in implementing the SECI Model is actually not only related to knowledge management, but also related to the 

organization's ability to maintain its relevance, effectiveness, and adaptability in facing the dynamics of cybercrime 

in the future. In other words, the successful implementation of the SECI Model will determine the extent to which the 

Directorate of Cyber Investigation is able to develop from an organization that simply manages information to a 

knowledge-based organization that continuously creates, integrates, and utilizes knowledge as a source of institutional 

excellence. 

 

CONCLUSION 
The readiness of the Cyber Investigation Directorate of the Metro Jaya Police in implementing the SECI Model 

still faces major challenges in terms of budget, human resources, and policies. Budget constraints hinder capacity 

development, knowledge infrastructure, and the sustainability of knowledge management programs. In the aspect of 

human resources, there is still a gap in competence, experience, and knowledge sharing awareness that affects the 

effectiveness of the knowledge conversion process at each stage of SECI. Meanwhile, the lack of strong policy 

institutionalization has caused the practice of knowledge sharing to still depend on individual initiatives and 
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leadership. These three factors are strategic challenges that determine the success of the implementation of knowledge 

management in a systematic, sustainable, and integrated manner in supporting the handling of cybercrime. 

The Directorate of Cyber Investigation of the Metro Jaya Police needs to strengthen socialization through the 

formation of learning communities and formal mentoring programs; strengthen externalization through the obligation 

to document best practices and the development of digital knowledge repositories, optimizing the combination by 

integrating data, archives, and investigative information in an integrated knowledge management system accompanied 

by a regulatory base, as well as strengthening internalization through training-based continuous learning, case 

simulation, and operational experience. In terms of challenges, special budgeting is needed for knowledge 

management, the development  of a culture of knowledge sharing and human resource competence, as well as the 

preparation of knowledge management policies that are institutionalized in SOPs, performance indicators, and  long-

term knowledge management roadmaps to ensure the sustainability of the implementation of the SECI Model in a 

systematic, measurable, and adaptive manner in handling cybercrime. 
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