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Civil liability; is no longer adequate due to the difficulty of proving fault in autonomous and black
Fault liability; box Al systems. The disharmony between the Civil Code, the Electronic Information
Strict liability; and Transactions Law, and the Personal Data Protection Law further highlights the
Hybrid liability; existence of a legal vacuum. The analysis indicates that reliance on fault liability

under Article 1365 of the Civil Code encounters limitations in Al contexts due to
evidentiary barriers and the opacity of algorithmic decision-making. Empirical data
indicates a significant increase in data breaches and cybercrime cases over the past
3-S5 years, affecting civil rights. This study proposes the “Hybrid Liability AI” model,
integrating fault liability and strict liability based on a risk-based approach. The
model enables proportional allocation of liability among developers, operators, and
users. This model offers a flexible approach that may enhance victim protection while
maintaining proportionality in liability. The contribution of this research lies in
advancing doctrinal discourse on civil liability in emerging technologies and
providing a structured reference for the ongoing development of Al-related legal
regulation in Indonesia.
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INTRODUCTIONS

The development of Artificial Intelligence (Al) in Indonesia’s digital ecosystem has reshaped the structure of
civil legal relationships, particularly through the increasing reliance on algorithm-based decision-making systems. Al
is no longer merely a passive instrument, but rather a systemic entity capable of producing algorithm-based decisions
with direct legal consequences. This change creates more complex legal relationships, particularly in electronic
transactions, digital public services, and data-driven systems. This complexity raises serious issues regarding who
should bear responsibility for losses resulting from Al. Indonesian civil law still relies on a classical paradigm that
places humans at the center of responsibility. The inconsistency between the nature of Al and existing legal
constructions creates a normative vacuum and weakens victims' ability to seek compensation (Sumadi 2023).

The regulation of civil liability in Indonesian positive law remains centered on fault liability under Articles
1365, 1366, and 1367 of the Civil Code, which encounters limitations when applied to autonomous and adaptive Al
systems. Recent regulations, such as the 2024 Electronic Information and Transactions Law and the 2022 Personal
Data Protection Law, have begun to expand liability to electronic system operators and data controllers. This
expansion has not yet addressed the autonomous and adaptive nature of Al. The legal vacuum is evident in the absence
of a specific legal entity in cases of losses caused by Al. This ambiguity creates room for shifting responsibility
between developers, operators, and users. This situation has the potential to hinder victims' access to effective redress
(Republic of Indonesia 2022; Republic of Indonesia 2024; Civil Code).

Empirical data shows a significant increase in digital technology-based losses in the past 3—5 years. The number
of data breaches increased from 144 cases in 2023 to 176 in 2024, reaching 198 cases in October 2025. This trend
reflects a systemic, not incidental, escalation of risk. Existing regulations are not evolving as rapidly as the
technologies that give rise to them. This imbalance increases the potential for societal losses, both material and
immaterial. Weak data security and digital governance systems reinforce the indication of regulatory failure to provide
effective protection (Mulyadi et al. 2026).

Selected cases of large-scale data breaches, including the Dukcapil data leak and the National Data Center
incident, are referenced as indicators of systemic risk rather than as the primary focus of analysis. These impacts
extend beyond technical losses to include economic, social, and psychological losses. Intangible losses, such as the
loss of privacy and a sense of security, are becoming increasingly prevalent. Conventional civil liability mechanisms
are not designed to address these types of losses (Shafira 2025; Syahril et al. 2025).

Previous studies have identified normative gaps in Al-related liability, yet they tend to examine fault liability
and strict liability separately without offering an integrated framework. Key factors include weak security
infrastructure, minimal coordination between institutions, and limited human resource capacity. Existing regulations
emphasize prevention rather than comprehensive accountability mechanisms. The lack of integration between strict
liability and fault liability demonstrates structural weaknesses in the legal system (Mulyadi et al. 2026).

This study addresses that gap by formulating a hybrid liability model that integrates fault liability and strict
liability within a risk-based framework tailored to the Indonesian legal system. The analysis focuses on how liability
can be proportionally distributed among developers, operators, and users based on their level of control and
contribution to harm. The objective is to develop a conceptual and normative model that strengthens victim protection
while maintaining legal certainty and proportionality in civil liability...

METHOD

This study employs normative legal research to critically examine the structure of civil liability within the
Artificial Intelligence ecosystem. The selection of this method is grounded in the existence of normative gaps and
regulatory disharmony in the Indonesian civil law system. Al introduces a paradigm shift in legal relations by
challenging the traditional assumption that liability is always attached to human actors. Normative legal research
conceptualizes law as a structured system of principles, doctrines, and rules, enabling a systematic evaluation of
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whether existing legal norms remain adequate in the face of technological transformation. The primary objective is
not merely to interpret existing norms, but to test their resilience against the autonomous and adaptive nature of Al
systems.

The research applies both a statutory approach and a conceptual approach to ensure analytical depth. The
statutory approach focuses on the examination of Articles 1365, 1366, and 1367 of the Civil Code, alongside Law
Number 1 of 2024 on Electronic Information and Transactions and Law Number 27 of 2022 on Personal Data
Protection. The conceptual approach complements this analysis by engaging with key doctrines such as fault liability,
strict liability, and corrective justice. These approaches are integrated to assess the limitations of a fault-based system
and to explore the conditions under which strict liability may be justified within Al-related harm.

A comparative approach is incorporated to broaden the analytical framework and avoid insular legal reasoning.
This study examines regulatory practices in jurisdictions such as the United States, the European Union, and Malaysia.
These jurisdictions are selected based on their relatively advanced development of Al-related regulatory frameworks
and their use of risk-based or hybrid liability approaches, which provide relevant comparative benchmarks for
Indonesia. Comparative analysis reveals that these jurisdictions increasingly adopt hybrid liability frameworks that
combine strict liability mechanisms with regulatory oversight. This development highlights the inadequacy of relying
solely on traditional fault-based doctrines.

The legal materials used in this study consist of primary, secondary, and tertiary sources, each serving a distinct
analytical function. Primary legal materials include statutory regulations that define the formal structure of civil
liability. Secondary materials, such as recent journal articles and legal scholarship, provide doctrinal interpretation
and critical perspectives. The analysis of legal materials is conducted through qualitative legal reasoning, including
interpretation, systematization, and argumentation to identify normative inconsistencies and construct a coherent
liability model.

Institutional data from bodies such as the National Cyber and Crypto Agency, the Ministry of Communication
and Informatics, and the Indonesian National Police are utilized not as primary research objects but as contextual
support to demonstrate the escalation of Al-related risks and to strengthen the relevance of the normative analysis.
These reports reveal a growing mismatch between legal norms and the scale of digital risk. Tertiary materials support
conceptual clarity and ensure terminological precision.

The collection of legal materials is conducted through systematic document analysis, prioritizing relevance,
credibility, and recency. The research focuses on sources from the last three to five years to ensure that the analysis
reflects current technological and legal developments. This structured approach ensures that the research process
remains transparent and replicable, allowing future studies to apply similar analytical steps in different legal contexts.

The analysis of legal materials employs a qualitative and prescriptive method. Legal interpretation is conducted
to assess the coherence and applicability of existing norms, while deductive reasoning is used to connect general legal
principles with specific Al-related cases. Legal argumentation plays a central role in exposing normative
inconsistencies and identifying gaps that undermine effective liability enforcement.

The final stage of this research focuses on the formulation of an integrative civil liability model that combines
strict liability and fault liability. This model is designed to address the evidentiary challenges and distributed risks
inherent in Al systems. The integration of corrective justice ensures that liability is allocated proportionally based on
the capacity to control risk and prevent harm.

RESULT AND DISCUSSIONS
Normative Weaknesses of Civil Liability in the Artificial Intelligence Ecosystem

Indonesia’s civil liability framework demonstrates structural inadequacy in addressing legal responsibility
within the Artificial Intelligence ecosystem. Article 1365 of the Civil Code requires fault as the primary basis of
liability, which systematically shifts the burden of proof onto the victim. This construction becomes problematic when
applied to Al systems that operate autonomously and rely on algorithmic decision-making processes. The black box
nature of Al significantly limits transparency, making it difficult to identify causation and attribute fault. From a
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corrective justice perspective, this condition disrupts the bilateral structure of liability, as victims are unable to
establish the relational link necessary to restore the imbalance caused by harm. (Weinrib 2012; Sumadi 2023).

The fault liability doctrine is conceptually limited by its dependence on identifiable human error, linear
causation, and accessible evidence, all of which are often absent in Al-driven harm. Consequently, the doctrine fails
not because of improper application, but because its foundational assumptions are incompatible with autonomous
systems. Within a law and economics framework, this limitation generates high transaction costs and reduces the
efficiency of compensation mechanisms, as victims bear disproportionate evidentiary burdens. (Posner 2014; Santoso
and Permata 2023).

Regulatory fragmentation further intensifies these normative weaknesses. Law Number 1 of 2024 on the
amendment to the Electronic Information and Transactions Law assigns responsibility to electronic system operators
but fails to address liability in the context of autonomous Al systems. Law Number 27 of 2022 on Personal Data
Protection focuses narrowly on data control obligations without regulating algorithmic decision-making processes. In
the context of risk society theory, this fragmentation reflects a legal system that has not yet adapted to systemic
technological risks, where harm is collectively produced but responsibility remains individually diffused. (Beck 1992;
Republik Indonesia 2022; Republik Indonesia 2024).

Conceptual Analysis: Integration of Fault Liability and Strict Liability

The fault liability doctrine is rooted in classical legal reasoning that requires a demonstrable causal link between
wrongful conduct and resulting harm. This doctrine assumes that fault can be identified through intention or negligence
attributable to a human actor. From a corrective justice standpoint, this model becomes ineffective when the injurer
cannot be clearly identified, thereby obstructing the restoration of the victim’s position. (Weinrib 2012).

However, its application is constrained in Al contexts due to evidentiary opacity, distributed system control,
and non-linear causation. This shifts the legal inquiry from fault attribution to risk allocation, which is more consistent
with law and economics reasoning that prioritizes minimizing the social cost of harm. (Calabresi 1970; Posner 2014).

The principle of strict liability offers a more responsive alternative by removing the requirement to prove fault.
This principle is traditionally applied to inherently dangerous activities where the risk of harm is significant and
foreseeable. From a law and economics perspective, strict liability enhances efficiency by internalizing harm costs to
actors best positioned to control or insure against the risk. (Calabresi 1970).

Nevertheless, strict liability is also limited by its potential to impose disproportionate burdens on actors lacking
full control over Al outputs. Within risk society theory, such over-attribution fails to reflect the distributed and
networked nature of technological risk. (Beck 1992).

The integration of fault liability and strict liability forms a Hybrid Liability framework that is more adaptable
to the complexity of Al systems. This integration aligns with corrective justice by restoring balance, with law and
economics by optimizing cost allocation, and with risk society theory by recognizing systemic risk distribution.
(Weinrib 2012; Posner 2014; Beck 1992).

“Hybrid Liability AI” Model: Actor—Risk—Liability Scheme

The “Hybrid Liability AI” model is conceptualized as an integrated liability framework combining fault
liability and strict liability through a risk-based approach. The model shifts the analytical focus from individual fault
to the relational structure between actors, risks, and technological control. (Yeung 2023).

This model is structured through an actor—risk—liability scheme, which links each category of actor to specific
risks and corresponding liability forms. From a corrective justice perspective, this allocation restores the relational
link between harm and responsibility, while from a law and economics perspective, it assigns liability to the least-cost
avoider. (Calabresi 1970; Weinrib 2012).

Risk classification functions as the central variable, where high-risk Al systems justify strict liability, while
lower-risk systems remain governed by fault liability. This reflects risk society theory by acknowledging that modern
technological risks vary in scale and require differentiated legal responses. (Beck 1992; Barfield and Pagallo 2023).
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Comparative Perspective and Implications for Indonesian Legal Reform

A comparative perspective shows that jurisdictions such as the European Union and the United States
increasingly adopt risk-based and hybrid liability approaches in regulating AI. These approaches demonstrate
convergence toward models integrating corrective justice, economic efficiency, and systemic risk awareness. (Yeung
2023; Barfield and Pagallo 2023).

These comparative developments are directly relevant to Indonesia, as they indicate a doctrinal shift necessary
to address technological complexity. Without such reform, Indonesian law risks maintaining inefficient compensation
systems and weak victim protection. (Hildebrandt 2023).

For Indonesia, this implies the need for legal reform that incorporates risk classification, clarifies liability
allocation, and harmonizes fragmented regulations. Such reform strengthens corrective justice outcomes, reduces
transaction costs, and aligns legal structures with the realities of risk society. (Republik Indonesia 2022; Posner 2014;
Beck 1992).

The “Hybrid Liability AI” model provides both a normative and operational framework capable of addressing
the limitations of existing civil law. Its theoretical contribution lies in integrating doctrinal justice, economic efficiency,
and sociological risk analysis into a coherent liability model for Al governance. (Weinrib 2012; Calabresi 1970; Beck
1992).

CONCLUSION

This study finds that Indonesia’s civil liability framework is structurally inadequate in addressing Al-related
harm due to its reliance on fault liability, which becomes ineffective in contexts characterized by algorithmic opacity
and distributed control. The legal framework, anchored in Article 1365 of the Civil Code, presupposes fault as the
central basis of liability, thereby placing the evidentiary burden on victims. This construction becomes ineffective
when applied to Al systems that operate autonomously and rely on opaque algorithmic processes. As a result, the
existing system fails to provide accessible and effective legal remedies for victims.

The “Hybrid Liability AI” model constitutes the main contribution of this study by integrating fault liability
and strict liability within a risk-based framework that allocates responsibility proportionally among developers,
operators, and users. This model distributes responsibility based on each actor’s level of control and contribution to
harm. Such an approach enables a more balanced liability structure that enhances victim protection while maintaining
proportionality and legal certainty.

The regulatory implication of this study lies in the need to adopt a risk-based liability framework, establish
clear attribution of responsibility among Al actors, and develop more adaptive legal standards capable of addressing
technological complexity. This includes the urgent need for explicit harmonization between the Civil Code, the
Electronic Information and Transactions Law, and the Personal Data Protection Law to eliminate fragmentation and
ensure legal coherence in Al-related liability.

This study is limited by its normative approach and does not yet incorporate empirical validation or
implementation-based analysis, which are necessary to assess the practical effectiveness of the proposed model..
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