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Abstract - This study evaluates the efficacy and security
robustness of a Remote Terminal Unit (RTU) data connection
protected by a Virtual Private Network (VPN) deployed on the
Zyxel USG 2200 router. The aim is to evaluate the effects of I1Psec
and SSL VPN implementations on network performance,
particularly in terms of latency and packet loss, and to assess
system resilience against cyberattacks through penetration testing.
An experimental methodology was employed, involving the
configuration of IPsec/SSL on the Zyxel router and VA modem,
conducting packet transmission tests, and performing a security
evaluation using Kali Linux tools (Hydra, NMAP, and Metasploit).
The performance test showed that the VPN connection was
successfully established with packet transmission recorded
between the source and destination. However, due to the second-
level timestamp resolution, millisecond-level latency could not be
accurately determined. The initial packet transmission test
showed observed delay values of 2 ms for Packet 1 and 5 ms for
Packet 2, with packet loss rates of 0.14% and 0.81%, signifying
that the communication channel is exceptionally reliable and
appropriate for real-time RTU applications. Port scanning
revealed five open ports (21, 22, 53, 80, 443), but all penetration
attempts were futile. Hydra faced failure due to a key-exchange
mismatch; NMAP was unable to identify appropriate
authentication keys despite numerous attempts, and Metasploit
experienced connection issues during exploitation efforts. These
findings validate that the established encryption and
authentication systems offer sufficient defense against brute-force
and fundamental exploitation threats. The research reveals that
deploying IPsec and SSL VPN on the Zyxel USG 2200 enhances
communication security while maintaining network performance.
Future studies should incorporate long-term load testing and more
sophisticated, multi-layered attack scenarios to achieve
comprehensive security certification.

Keywords — IPsec, Cybersecurity, Zyxel USG 2200, Penetration
Testing, Scada

. Introduction

In the era of digitalized electric power systems, data
communication between Remote Terminal Units (RTUs) and
control centers has become a crucial component in ensuring the
reliability of distribution network operations. RTUs transmit
real-time field condition data to the Supervisory Control and
Data Acquisition (SCADA) system, supporting the monitoring
and control of electrical equipment. However, the connection

of these systems via public networks and remote access
increases risks to data and information security. Threats such as
sniffing, unauthorized access, and man-in-the-middle attacks
can result in operational disruptions, data manipulation, and
even widespread failures of the distribution system [1]. This
condition highlights the importance of research in developing
an RTU communication security system that ensures data
confidentiality, integrity, and availability (CIA Triad) through
the application of Virtual Private Network technology [2]. The
implementation of IPsec and SSL protocol-based VPN on
industrial devices, such as the Zyxel USG 2200 Router, in the
PLN UP2D Kaltimra environment is a strategic step to enhance
critical data protection, strengthen the cyber resilience of the
energy sector, and ensure safe and efficient electricity
operations [3].

To address this issue, this study proposes implementing Virtual
Private Network (VPN) technology, based on IPsec and SSL
protocols, to secure data communications between the RTU and
the control center. Through strong encryption and
authentication mechanisms, VPNs can establish private
communication channels that are protected from interception
and cyberattacks [4]. The implementation of this system utilizes
a Zyxel USG 2200 Router that supports industrial-grade
security configurations, allowing its performance to be tested
under real-world operational conditions at PLN UP2D
Kaltimra. This research is expected to provide practical benefits
in the form of increased reliability and security of RTU
communications, as well as academic benefits in the form of a
network security system model that can be used as a reference
for the development of data communication security standards
in the national electricity sector.

The primary challenge in implementing data communication
between RTUs and control centers is the security and
confidentiality of information transmitted over open networks.
In practice, RTU data transmission often utilizes public IP-
based connections without adequate encryption, making it
vulnerable to eavesdropping, data forgery, and unauthorized
access. This situation can be exploited by irresponsible parties
to conduct man-in-the-middle attacks, data interception, and
even command and control manipulation, potentially disrupting
the stability of the electrical system [1]. Furthermore, the lack
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of robust authentication and authorization mechanisms
increases the risk of operational data leaks. Therefore, a data
communication security mechanism is needed that can
guarantee the integrity, authentication, and confidentiality of
information across the RTU and the control center, ensuring the
Safe and reliable operation of the electricity distribution system
[5].

Several previous studies have examined the security of
communication in Remote Terminal Unit (RTU) devices within
SCADA systems and industrial networks. For example, in
"Securing Communication and Identifying Threats in RTUs: A
Vulnerability Analysis" [5], which conducted a vulnerability
analysis and penetration testing on RTUs, it was demonstrated
that RTU devices and their communication paths are highly
vulnerable to interception, spoofing, and man-in-the-middle
attacks in innovative grid environments.[5]. Meanwhile, a
review study [6] on SCADA vulnerabilities and attacks noted
that SCADA systems connected to public IP networks often still
utilize legacy protocols without strong encryption, thereby
opening up significant opportunities for cyberattacks against
RTUs and other controller devices. [6]. Furthermore, the
technical report "SCADA Security for Remote Site Operations
and Remote Terminal Units" (2014) explains that one solution
adopted in remote RTU operations is the use of Virtual Private
Network (VPN) technology to strengthen communication
channels, with authentication and encryption mechanisms to
protect data that traverses public networks. [7]. However, these
studies tend to focus on vulnerabilities and the need for security
measures. Still, few evaluate network performance after
implementing technologies like VPNs or comprehensively test
them on real-world industrial devices (e.g., enterprise-class
routers) in an RTU operational environment. Thus, a research
gap remains regarding testing the effects of VPN
implementation (including IPsec/SSL) on performance (delay,
packet loss) and system resilience through real-world
penetration tests in an industrial RTU context.
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A recent literature review suggests that research on Virtual
Private Network (VPN)-based RTU (Remote Terminal Unit)
data communication security is ongoing; however, several
critical research gaps remain that need to be addressed. Studies
such as [10] confirm the effectiveness of implementing IPsec
and SSL VPNs in protecting data in SCADA and RTU systems;
however, these tests are generally conducted in simulated
environments, rather than on real-world distribution systems.
Other studies by [9] focus on analyzing VPN performance and
bandwidth efficiency, but have not yet linked these specifically
to the characteristics of real-time RTU communication, which
requires low latency and high availability.

This gap serves as the basis for the direction of this research
development, specifically designing and testing a VPN-based
RTU data communication security system (IPsec and SSL)
directly in the operational environment of PLN UP2D Kaltimra,
utilizing a Zyxel USG 2200 router. This research not only
assesses the effectiveness of VPN, but also measures network
performance (delay, packet loss, throughput) and resilience to
cyber threats through penetration tests. The results are expected
to provide an empirical contribution to enhancing the reliability
of critical industrial communication systems and serve as a
replicable model that can be implemented to strengthen cyber
resilience in the national energy sector.

I1. Research Method

This study uses an experimental approach to design and
implement an RTU data communication security system with
IPsec and SSL VPN protocols [13]. The methods used include
the stages of system design, hardware and software
implementation, performance testing, and penetration testing to
evaluate the security and effectiveness of the implemented
system [14].
A. Data and Information Security System Topology Design
Scheme
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The first step in network topology design is to design a network
topology that connects the RTU device, the Zyxel USG2200
router, and the Master Station using two VPN protocols, IPsec
and SSL[15] This system will secure the data communication
path between the RTU and the Master Station [16]. Device and
Protocol Selection: This study uses a Zyxel USG2200 router
device and a VA GW2028 modem. The IPsec protocol will
encrypt data sent between the RTU and the Master Station [17],
[18], while SSL VPN will secure remote user access to the
server that has been secured with IPsec, as in Figure 1 below.

4

Figure 1. VPN-based Security System Design and Topology

Figure 1 above is illustrates two secure communication
protocols: IPsec Tunnelling and SSL Tunnelling. Route 1 IPsec
Tunnelling. The data route is Remote Terminal Unit (RTU) —
Modem VA GW02 — Internet — Router Site — Main Server /
Master Station. This route is used for secure site-to-site
communication. IPsec is suitable for gateway-to-gateway
connections because it provides data confidentiality, integrity,
authentication, and protection against unauthorised access
across public networks. Route 2 SSL Tunnelling The data route
is Remote Access Client — Internet — Router Site —
Application Server / File Share. This route is used for secure
remote-user access to internal applications and files. SSL VPN
is appropriate for individual remote access because it enables
secure application-level communication through encrypted
sessions. Thus, IPsec Tunnelling is primarily for site-to-site
network security, while SSL Tunnelling is primarily for remote
client access.

Meanwhile, to explain SSL VPN from the topology image, the
User or Client who wants to do Remote must be connected to
the Internet network in the Office, such as WIFI or LAN. Then,
after connecting, the User will get a private IP provided by the
Router between 192.168.200.10 and 192.168.200.20. To access
the Web or Server that has been permitted, the User can use the
IP 10.10.10.250 or 172.10.5.10 to enter the Zyxel Web SSL
VPN [19]. The User enters the Username and Password that has
been registered [20]. After entering the Username and
Password, the User will be directed to a Web Page that contains
several Web links that have been permitted, such as Web Email,
File Shared, or Applications on the Server [21], [22].

The following is a Flowchart of the VPN-based RTU (Remote
Terminal Unit) Data Security System, which can be seen in
Figure 2 below.

Figure 2. RTU Data Security System Flowchart

B. Creating IPsec and SSL VPN on Zyxel Router and VA
GW2028 Modem

In the process of creating a security system using the Internet
Protocol Security (IPsec) VPN method in the Zyxel USG2200
Router and VA GW2028 Modem [23], several configuration
stages must be carried out to ensure that the security system is
successfully created and can be used efficiently [24]. These
stages involve various technical steps that must be followed
carefully to optimize network security and performance [25].

The first thing to do is to connect the laptop to the router using
a LAN cable connected to the Ethernet LAN port of the Zyxel
router. Then, set the laptop IP to Obtain an IP address
Automatically so that the laptop can immediately get the
router’s default IP. After configuring the Ethernet port, the next
step is to configure the VPN Gateway. After that, the address
configuration is done to register a single IP address or range of
IP addresses on the router by entering the name, IP, netmask,
and address type. After creating the VPN Gateway and Address
Object, the next step is to create and configure the VPN
Connection Tunnel. Next, create and configure IPsec on the
Zyxel Router. The next thing to do is to create and configure
IPsec on the VA GW2028 Modem, followed by seeing the
results of the VPN that has been created working, before
configuring the Secure Socket Layer (SSL) VPN on the Zyxel
Router. The router must be connected to the Internet in the
office. To connect the router, several configuration steps are
required. In Full Tunnel Mode on Socket Layer (SSL) VPN on
the Zyxel Router, a virtual connection is created for remote
users with the same private IP address subnet as the local
network. The last step is testing the SSL VPN and monitoring
the results [26].
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C. Determining attributes for Penetration Testing and Final
Analysis

After successfully creating, configuring, and implementing a
VPN-based security system with two methods, namely IPsec
and SSL [27]. The last step taken by the researcher was to
conduct Penetration Testing and Final Analysis of the security
system created using software and hardware such as Kali Linux,
Hydra, NMAP, Metasploit, and System Log Modem VA
GW2028 [28].

The purpose of conducting this Penetration Testing and Final
Analysis is to determine several parameters, such as Delay,
Packet Loss, Port Scanning, and vulnerabilities, in VPN IPSec
Tunnel Connections. In this test, Connections were created
between the Zyxel Router and the VA Modem in the field. The
following explains the results of the Testing and Analysis
carried out [29].

1. Delay
The amount of time it takes for data to move from one location
to another is known as the delay. Distance, traffic congestion,
and the quality of the distribution network may all have an
impact on delay [30]. The following is Table 1 of Delay Value
Parameters.

brute force is used as an attack method by systematically trying
various combinations of passwords or encryption keys until
finding the right one. This method tests the system's strength
against attacks by trying password combinations in bulk [32].

I11. Results and Discusion

Results

A. Zyxel Router and VA Modem Connection Testing

Below, Figure 3 is a screenshot of the results of testing the
delivery of packets 1 and 2 to calculate the delay value and
packet

> serding udhet fom 11 U8

BN scoshad packet fom 1IN0 U

Based on the test results above, it can be presented in Table 4.
Data packet delivery testing is as follows:

Table 4. Packet Delivery Testing
Table 2. Parameter Delay Destination . . Received
Delay Category Total Delay Index Packet | Source IP P Sent Time Time Delay
Very Good <150 ms 4 1 10.128.0.86 | 10.10.10.250 | 10:42:16.123 | 10:42:16.125 | 2 ms
Good 150 to 300 ms 3 2 10.128.0.86 | 10.10.10.250 | 10:42:17.210 | 10:42:17.215 | 5ms
A\Srgge 302 20535:] ms i Based on the results of packet delivery testing in Table 4 above,
a S Table 5 below shows the results of delay and packet loss testing.
To calculate the average delay, use the formula:
Delay; = Treceivea,i — Tsent,i 1) Table 5. Delay and Packet Loss Test Results
_ Zr'l= (Treceived,i_Tsent,i) H H DEIay
AverageDelay = == " 2 Testing Calculation of test results Category Index
2. Packet Loss Dellay ;0:42:16.125 —10:42:16.123 =0.002 s / g/er;(/JI
The criterion to show the total number of packets lost in Delay lom:2'17215— 10:42:17.210 = 0.005 s / Vg?y
delivery is described by the parameter "Packet Loss," which 2 5ms Y ’ Good
might be brought on by network congestion and conflicts [31]. Packet | 604 — 529
The following is a table of packet loss value parameters. Loss1 | 529 = 100% = 0,14% Good
Table 3. Parameter Packet Lost Packet | 356 —196 _ 100% = 0.81% Good
Delay Category Total Delay Index Loss 1 196 ’
0,
Vegy GSOd 0 <c?:?fy g The delay was calculated based on the difference between
A 00 3 Sd 1 0; > receiving time and sending time. The delay was calculated
verage 5 § 0 based on the difference between receiving time and sending
Bad >25% 1 time using millisecond-level timestamps. Based on Table 4,

To calculate Packet Loss, use the formula:
Packet sent — Package Received

Packet Loss = x 100% (3)

Packet sent

3. Penetration Testing

The technique of mimicking a cyberattack to find weaknesses
in a system or network is known as penetration testing. It
involves two main steps: scanning the device to identify
services or ports running on it and finding system
vulnerabilities. This process uses open-source tools such as Kali
Linux, Hydra, and NMAP to detect security holes. In addition ,

Packet 1 produced a delay of 2 ms, while Packet 2 produced a
delay of 5 ms. However, because only two packets were tested,
these results should be interpreted as preliminary observations
rather than a comprehensive performance evaluation. In the
delay category, the value is in the excellent range because it is
less than 150 ms, with an index of 4. Based on the limited
packet transmission test, the connection between the Zyxel
router and the VA modem was successfully established and
showed low observed delay and packet loss values. However,
because only two packets were tested, these results should be
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interpreted as preliminary observations rather than a
comprehensive performance evaluation. Overall, this excellent
delay value provides an optimal user experience regarding
speed and responsiveness.

Meanwhile, in the packet loss parameter, packets 1 and 2 also
show “good” results at index value 3, with a few packets lost.
With results of 0.14% and 0.81% respectively.

B. Security System Testing

Data and information security testing uses penetration testing,
scanning devices, and brute force techniques to identify
potential vulnerabilities. Using Hydra, NMAP, and Metasploit,
this test assesses how well the system can be defended against
external threats. Hydra will identify vulnerabilities in the login
system. NMAP is used for network mapping and vulnerability
detection, while Metasploit is used for the exploitation and
testing of security holes found. Below in Figure 4 are the results
of the Port Scanning test using Kali Linux.

Figure 4. Port Successfully Scanned

Judging from the Scanning results, there are five open ports,
namely 21,22,53,80 and 443. The presence of Port 21 indicates
that the FTP service was open during the scanning process. This
condition should be considered a potential security risk because
FTP is commonly associated with unencrypted file transfer and
may expose authentication credentials or data if not properly
restricted. In this implementation, the FTP service should be
enabled only when operationally required, for example, for
device management or internal file transfer. If it is not required,
Port 21 should be disabled. If FTP access is necessary, it should
be restricted to trusted internal IP addresses or VPN-only
access, monitored through system logs, and preferably replaced
with a more secure alternative such as SFTP or FTPS. On ports
22 and 53, there are Zyxel ZyWALL sshd and dnsd versions,
where sshd is a program that runs in the background on the
server to allow incoming SSH connections. At the same time,
DNSD is a program that runs in the background on the server
to enable communication via DNS. After knowing which ports
are open, the next step is to do Brute Force by creating a
Wordlist.txt file. The port to be tested is port 22. The following
can be seen in Figure 5 Test results with Hydra, Figure 6 NMAP
test results, and Figure 7 Metasploit test results.

username, Lt P txt o

Figure 5. Hydra Test Results

The test results in the image above show that the penetration
carried out using Hydra was unsuccessful due to the
incompatibility of the key exchange algorithm between the
server and Hydra.

Figure 6: NMAP Testing Results

The test results in the image above show that the penetration
carried out using NMAP was unsuccessful because within 600
seconds, NMAP conducted 8939 attempts, and the results did
not find a single correct or matching key.

Figure 7: Metasploit Test Results

The test results showed that the penetration carried out using
Metasploit was unsuccessful because of a Failed Connection
when trying to use the owned key. This was caused by none of
the keys being suitable or correct.

Discussion

Based on the packet transmission test, the connection between
the Zyxel router and the VA modem was successfully
established. The timestamp-based calculation showed observed
delay values of 2 ms for Packet 1 and 5 ms for Packet 2,
respectively and very low packet loss (0.14% and 0.81%), so as
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not to disrupt real-time service performance and network
throughput. These values are far below the critical threshold
(150 ms for delay) and indicate adequate responsiveness and
stability of the communication path for RTU operational
applications. Interms of security, the port scan results identified
five open ports, namely 21, 22, 53, 80, and 443, standard
configurations for FTP, SSH, DNS, HTTP, and HTTPS
services, but penetration testing using Hydra, NMAP, and
Metasploit failed to penetrate the system, the Hydra attempt
failed due to a mismatch in the key exchange algorithm, NMAP
did not find a matching key despite conducting thousands of
attempts within 600 seconds, and Metasploit experienced a
connection failure when attempting exploitation. The results of
this study indicate that the authentication and encryption
mechanisms on the devices are pretty robust, and the service
configuration has limited the possibility of attempts using
brute-force methods or simple exploits. However, although the
test results show excellent network quality and high security
resilience, attention is still needed for ongoing further research,
such as port and log monitoring, firmware/patch updates, traffic
anomaly monitoring, implementation of access policies, such as
SSH restrictions, DNS hardening, and regular testing with more
sophisticated scenarios to ensure there are no gaps that the
current test has missed. Overall, the test can be concluded that
the tested infrastructure can support communication needs with
minimal latency and packet loss, and has effective basic
defences against external attacks. However, security and
performance must be maintained proactively. A limitation of
this performance evaluation is the small number of tested
packets. Since the delay and packet loss measurements were
based on only two packet samples, the results cannot be
generalized to represent overall VPN performance under
different traffic loads, time periods, or network congestion
conditions. Therefore, the findings should be considered
preliminary. Future testing should involve a larger number of
packets, repeated measurement sessions, different packet sizes,
and longer observation periods to obtain statistically stronger
and more reliable performance results.

1V. Conslusion

1. The VPN connection between the Zyxel router and the VA
modem was successfully established. The initial packet
transmission test showed low observed delay values,
namely 2 ms for Packet 1 and 5 ms for Packet 2, with packet
loss values of 0.14% and 0.81%, respectively. However,
because the performance test was conducted using only two
packet samples, these findings should be interpreted as
preliminary results rather than definitive evidence of overall
VPN performance.

2. The communication channel showed promising initial
performance for supporting RTU data transmission.
Nevertheless, further testing with larger packet samples,
different packet sizes, various traffic loads, and longer
observation periods is required before drawing a strong

conclusion regarding its suitability for operational RTU
applications.

3. From a security perspective, the port scanning process

identified five open ports, namely 21, 22, 53, 80, and 443.
Although penetration attempts using Hydra, NMAP, and
Metasploit were unsuccessful, the open Port 21 for FTP
should be further reviewed because FTP may pose security
risks if it is not operationally required or properly restricted.

4. The unsuccessful penetration attempts indicate that the

authentication and encryption mechanisms implemented in
the device provide initial resistance against brute-force
attacks and basic exploitation attempts. However, these
results do not fully represent the overall security posture
because the attack scenarios were still limited.

5. For future research, it is recommended to expand the

number and variety of tested packets, perform repeated
performance measurements, conduct long-term load testing,
and implement more comprehensive penetration testing
scenarios, including layered attacks and advanced threat
simulations. In addition, mitigation strategies such as FTP
restriction or replacement with SFTP/FTPS, SSH
hardening, port access control, firmware updates, VPN
encryption review, continuous logging, and regular security
audits should be applied to improve operational network
resilience.
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